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What our award-winning Citicus ONE software can do for you
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Establish a highly-efficient, continuous process for measuring and managing risk and
compliance across your organization
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Measure the criticality and risk of business systems, IT infrastructure, business
processes, sites, suppliers and other assets objectively and in business terms

Measure compliance with relevant standards of practice including internal policies, external
codes of practice (eg SOGP, ISO2700x, COBIT, PCI, ITIL) and any legislation or regulations that
applies (eg privacy regulations, Sarbanes-Oxley, Basel II, health and safety rules)

Assess and record incidents, including their business impact and root causes
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Record and track remediation activity, including oversight of all issues until they are
resolved and both the costs and benefits of remedial action
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Report to management on risk in succinct, business-oriented terms, with aggregation
across different areas of risk
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Z Exchange data with other systems
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Determining what you want Citicus ONE to evaluate

Business applications IT infrastructure Top management

Business . I

Industrial
processes / Cltlcus ONE Cortltrol
systems
units Release 3 y —
i manager and
Sites Projects core team

Suppliers
and other parties C't' ON E Local
ITICUS co-ordinators
'Owners'’

Types of ‘target of

evaluation’

dustric

control
ystem

Business
pplicatic
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Types of ‘Target of evaluation’ supported out-of-the-box

Several target types are supported ‘out of the box’. Additional ones can be
set up at any time using Citicus ONE and Citicus Workbench.

ndustria

formatio Supplied

control
system

resource service

Category

Business Alliance Application Main office SCADA

Category

Category

SERIEALON Collaborative ST IR Branch office DCS
Computer Transactional Help desk Manufacturing Other
installation . -
Other Hosting facility
Communication -
network Telecoms R&D facility
Development B:'l:é:s:isn IT facility
activity P 9 Other
information
. Project
other Business process
area of Business unit
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Citicus ONE supports a proportionate risk management process

‘Phase 0:

Discovery’

Identify and
‘unpack’ targets
of evaluation, and
identify their ‘owners’

The criticality of
hundreds of targets of
evaluation can be
evaluated in a few weeks
— thousands might take
6 months to complete.
Once completed,
evaluations can be
updated in minutes.

You can also use Citicus
MoCA for iPhone, iPad
and iPod touch to
complete criticality
assessments.

4% citicus

Phase 1: Criticality assessments: Assess each
target of evaluation’s criticality

‘Owner’

Phase 2: Deeper dives: Evaluate risk posed
by critical targets of evaluation by completing risk
scorecards at 3-hr risk workshops

Development

Operations

‘User’ '

‘ Facilitator
(eg local
co-ordinator)

Phase 3: Update: Owners’/
completers update scorecards /

remediation plans
Development Operati
/ support . . perations

Business user
or Help desk
representative

Facilitator

(eg local
co-ordinator)

on &
.\/

Embed as a
continuing process
into the business

‘Owner’
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Risk metrics

To get a good handle on risk Citicus ONE measures the status of 5 determinants /
indicators of risk. These are aggregated into a single risk metric.

Control
weaknesses

Special

Criticality circumstances

% ﬁ%

Level of Business 0%
threat impact
Level of risk acceptable [ Leve! of risk posed by this Overall risk rating
to top management target of evaluation 75%
Individual risk chart Ris: [l tow [ Medum [l High

Overall risk rating
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Phase 1: Assessing criticality in a business-oriented manner

Based on the maximum harm that could be suffered by the enterprise if

An ‘owner’ can compl
owner-can complete a confidentiality, integrity or availability of information were lost

criticality assessment on-line in Extremely
; serious harm . .
20 minutes Critical l'llmescale
Very serious |
El harm l
= ‘ Serious harm 1
\ I
~_Owner Minor harm
of an information resource
No significant |

harm  Loss of Loss of Anhour Halfa A 2-3 A A

confidentiality integrity or less ay ay ays week mont
The results of lentiuy = Al oy k_month
. ., - . 0SS of avallablli
different Critical ty ] Unacceptable [] Lower level
assessments can be harm of harm
consolfaated into a
Cr/t/ca//ty /eague P?esaitgg%r:ei|1 Confidentiality Critical timescale
tab/e p/,.o V/d//?g a Scorecard / assessment table Cwerall criticality rating Integrity rating  Availability rating  for availability
/ .

risk-oriented Billing system (IRS21) U © very higniy -
//7 VentOfy Of the e-banking application (IRS17) 2 B Very highly | B Very serious | B Very serious | B Very serious

; ) p critical harm harm harm
Organlzatlon S ‘ London data centre (IRSZ) 3 B Very highly B Very serlous
information critical i
resources Logistics system (IR51) 4 -

e-procurement initiative
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Assessing impact objectively with a Harm reference table

Excerpt of a sample Harm
reference table

NATURE OF HARM

Financial loss (lost
revenue, unforeseen costs,
penalties, fraud)

Degraded performance
(failure to achieve targets,
loss of productivity)

Damaged reputation
(negative publicity,
regulatory action, litigation)

Appropriate
measure

Financial
impact:

Targets under-
achieved by:

Wasted staff-
hours:

Extent of
negative
publicity

LEVEL OF HARM

A Extremely B C D E
serious Very
serious Serious Minor None
$10+ million $1-10 $100 $10-100 $0 - 10
million thousand - 1 thousand thousand
million
10%+ 5% to 10% 1% to 5% Less than No
1% impact
10,000+ 5,000 to 1,000 to 100 to 1,000 0 to 100
hours 10,000 hours 5,000 hours hours hours
Prolonged Brief Prolonged Brief local No impact
widespread  widespread local negative
negative negative negative publicity
publicity publicity publicity

Minor adaptation required to cover types of harm that matter to a specific organisation
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Phase 2: Evaluating risk and compliance, in as much detail as you wish

44 citicus

2-page
Risk

scorecard

Supporting
standard of
practice or
compliance
checklist

Supporting

harm
reference
table

Risk factors can be fully
*1 evaluated at 3-hour
| facilitated risk workshops:

o Criticality

@ Status of controls

@ Special circumstances
@ Experience of incidents
@ Business impact of

incidents

wreness

b ooagaa |k

Application
support

Business

user or '

Help desk
specialist

IT Operations

‘ Facilitator
(eg local

Business ‘owner’

Individual
risk status report

co-ordinator)

—

Compliance status
report



Assessing the strength of controls in detail

Short description reqular cycle, secure storage
Required practice m Recommended test m

D1.10.1 Information back-up

01.10.2 Back-up copies of i 2 3 4 M = Verify that back-ups are taken and can be AGal
essential business reliably restored before unacceptable harm is
information and software C®0 000 suffered. Confirm by carrying out a restore

should be taken and aperatian,
tested reqularly.

D1.10.3 Safeguarding of
important records

01104 Important records relating 1 2 2 4 M H Identify such records and their retention Alz.1.2
to an information resource periods / redia, Verify that they are stored in
should be protected from ©CO0®0C0O0o wavs that satisfy statutory / regulatory
loss, destruction and requiremnents, and the enterprise's own needs;
falsification, and permit recovery throughout their required
life.

Merms O3.20.5 to D1.10.7 have been
suporessed because they do not apoly
to this target of seraiuation.

/

The checklist allows a detailed assessment of control status in a way which allows the
compliance with key standards to be measured and reported,
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Recording additional details while completing a checklist

Control area on scorecard Data back-up (regular cycle, secure storage)

regular cycle, secure storage [5021_700}__1 sizndardt_of/
[Required procice | Currentstatus | Recommendedtest | source | o

D1.10.1 Information back-up area
01.10.2 Back-up copies of 1 2 3 4 M Verify that back-ups are taken and can be ag.4.1

essential business reliably restored before unacceptable harm is

inforrnation and software (ONONONCNONY suffered. Confirm by carrying out a restore

should operation

2 Qur arrangements comply with the

D1.10.2 Back-up copies of essential business information and software should be taken
stated standard

important records and tested regularly.

D1.10.

° Imporortrecords reloing 1 2 2+ x| FEST Er—
should be protected from C0C®OC OO0 AB.4.1
loss, destruction and
falsification. rou can supplerment your response by entering comments in the box below and / or attaching one or more files,
[vour commenes T, hmeres |
s DX 105 #0 D1.10.7 have been 0

ressed because they do not aoply
s target of evaiuation.

- Attach ]
Status of this

pa/‘t/CU/a/‘ Werify that back-ups are taken and can be reliably restored before unacceptable harm is suffered. Confirm by carrying out a restore

operation,
statement of B o _ _ _ -
If you verified compliance with required practice by testing, please describe your method of testing and its results,

required practice _
(Testapplied | atachments |

(control item o
D1.10.02)

If vou believe that required practice does not apply to this target of evaluation, please describe your reasoning.

Reason not applicable m

‘ i}
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‘Owners’ obtain good-looking management information on risk status

Page 1 enables an ‘owner’ to take in o ‘ L,
his or her risk status ‘at a glance’ Page 2 highlights ‘aepenaency risk

Targst of svaluaticn COC Glabal amall (RE15E) TWi n risk Underetanaing your spporbaniiss for marovement

Type: Information resource: EN ™o known action |5 I progress: of planned In s anea. Yow should check complance with appicaie standard(s) of
Categary Busiess aspilcasen ceactice ard remedy any weak ooimis kentfed

Cha rts ShOW |8 Some acton s aineady In progress or EnNed N TUE 2reA. You SROUK ConSIger anemer adtonal action 1 nesded 1
Erlef angaciption Comerate emall system, fun by Group Canral Serikes heck comelance it applcable standardis) of pracics and 1o reredy any weak pokrts [densied.

. - - No Weakresses ane suspecied In this anea. This |3 encouraging. However, 1o e certain that none are being
asoounisblify :e n::cralznl n:"ernﬂlﬂ'e ;‘hrr'ﬂ“"-"‘ n"’::;" “:"5'5"’- I m p rovement ‘mriookec, you should conflmn compilance wi applicable standand(s) of sractics and fhar effer Lpgrade your contnol
& evaluation [z bazed on caty peowided by =R stztus Oor remecy any weak Doints revealss.
N Bl Corgratulstioes, your amangements corply wih anallcasie standard{s) of Fracios | his anea. Dor® forget fo keep
Emposure ::r:;“::::;ﬁ;":ﬂw’;ﬂ’ ey =eiilyl suppart=< try the Rformation resource [ fro o ne TEM uz-tzedate W ENShing 0o0d ERSIcE, Few IR 3N IESTens [23 T e At Inzidsnts
Aoyt 30,00 uaewa e suppred iy fhe ikl escunce: m Maore detalied guidance on reducing yaur tik gap can be found In e s=parate report antified Gukiancs on &ving down Hzk.

The enterprise could suffer “Veny SEMcUs hame' If the confieriaily of Imormation was lost. contrimution fo rick profls

The enterpoise could suffer BAnCr Fam ine Intagrity of Informmation wes kot evaluatlon to The tabie below shows pour rading for sach of the S companents of risk plobiesd on fe risk chart. The dsk rafing Is shown a5
The enterpeise could suffer Senous name Fine avallabily of Informasion was lost far baln & descripgve rating and lls percentage of the maximum posshie vake [0-100%)
"Less than an howr or konger.

Equbalent vakis for ik
Owarall, #hs Informaticn racouros appsars 1o ba "Extramaly srttioal” to ths well-baing the neXt Componiid of Hak Risk ealing for this svaksation pestod it
ot the antsrprics. ity Extanaly ol [
Meacured rick A measured proflie of risk for this iInformation rescurce Is preserbed Deiow. Corirl Wi pee ¥ oorinl wan T s Spply 1%
Spectl citomslinces & spwcal cieumascn sy )
Peafin far o waad o Conrall rak raing bar i wakusiion P — s e -
il o s 25 izl e
Esnas i - 24m

Cepancenciec
The fanie bedow ists reialed Sargels of svaksation, e natune of S raiatorship and el sk Sl x5 messured on ine cale
|zt evabaated, soded by crlicalty, iner by confral wealinzsses.

b statin on dhale bt
arakiated

L Raturs of relationahip Cemmentary

Bars: EWA Londas ks carlie EMA Larakon dits cengs Faits it evan | dra
siaSpi GO lobel arl

Tyee: Il ssosise

RN e PO —— i - CHpgery: Computer nutakalne
*Cweer. Bl Lo
W Lo I Lo o s s L o T ™) W L I o it sy e
moapnze e precca sanme R @ P T L E Purpess of v alualion: Far iew
= "

Four of ihe faciors that celsrmine of Indicats (St ans abovwe e level desmed coeptabie Uy lp managsment, H H
Creeral, e risk status of il Imoemation resource ks lower than fre st Sme I was evabated. Ig Ig ts an
Giver: the crilicalfly of e IRformation nescunce, Iis 'owner' should give ulmost pricrly to reducing er contraling lis lewel of risk

Barme: COC Sroupwkie WAN Cizuz-sicin WAH
feg by elmiraling contrel vesakneszes). H H Tm"n_mm_ ‘_'_ gt GO0 Glitel el
Moie: & Is not known whethes a rigorous, Independent review of this informalion nescurce has ever been conducted. prlo rl ISeS == N

TIF: Safore Inltatieg work i reduse rizk, chesk St fhe soonecard Ras besn compistes fully and acrirately, Catepery: Commmsnicallon sawark

e *Cwaer': Gabsis Fermanger
o= P — opportunities for T
Oppertnitis for inprovanent by comel ans ey [mn axlendmt guidnce Lk
ke e tandand (O [IRS5E Wil Do eoUtETasls) ox W congrasiation dus . -
Chnratnp Powmiar b appesiale skl and seronty) Wt 0K N i crwniTie sepabrnensen f the act o
Coparklio® (i ok, ancosal ILes, speiing ines soMcel s, 0% CongTEN o b u r r I n I n
ks eknniiciriion Py sikon nrilad i it o B e dan Afiributec The falowing afrbules have been azsign=d & this iInfomaton rescure
A (o krcw Ity fie B Dot intaimetior) ox Congruiine dib Control a reas = Apziizaticn name (FammonTeCT COC Globs amall
Satekw agiea el imarekn MoulEnen agaed inwE g 8] comtim crpccs = Apgikcation name (locall: COC emal
Liar sapals i (ssusd user Skis, precadues are dhcip ) = H Congravsatiors due = Appilcation fype: Facsage-nased Yez R
T st s mnin O i, ocenshions aned b s} o Congraniatiars due t 1 d * Apalzalion version: Mcrsall Exchangs Server 2003 supsoring malnly Mizresat
Syatin CaAgeiaian |Elegeats capecl, fabaic and dsCuneEsen] 0K B congransation dus Ca egorlse as j:";:;:::;':;:! e St versionT 1 =gnto archiel s
Crale bty (raguiar cycle, secuea stsaga) o Congranation due - Furclicnal arsajs] ,'us:w - ¢ !
Coantlegasty arr e Fes (£hcs aabed dnd an o b wek) ox H ceogrnstion dus N t OK - GEngraphicsl sonpe Gooa TEs
Phrpsiea secucty (a8 ictmad b ettt s iredskdies) o W congrassmiors due o = andles e-malt Yes B
Auxanen B | rlzerelsn reaic s s au ke b Shaba Wit O Bl o il ek g : :IH:!WMO&HHII:J:?iﬂECF
Cxmangen iR | (2o Sk plics o edatiriy i pled] et on N o chrwia b -Ma?m:::;nuv;:m Josg: 1 10 mllicn s-mailis
Pratiam manmagaree (I s 5 whon £rokmm s be ) Keton KN o chrwTie enabnewssn = Dmerating sysismiz) empioy=g: (WINAows Serer 2003
St consals |l pratecion, eg s of gty Keton [ 1 [ - Flarnad retremant cale: Mot yat dertted
At [|sdapmecant sexkrws conducnd i) Keton [ 1 Qe
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Dependency risk maps help ‘owners’ look at risk in context

Citicus ONE allows you to plot dependency risk maps for any or all targets of
evaluation.

This target of evaluation sits at the centre of
an /ndividual dependency risk map.

. @\

What relies on this one: the risk status
Group EIS - .
(IRS70) of targets of evaluation that rely on this

Group-wide
WAN (IRS44)

Group accounts
consolidation

{IRS108)
one can be identified by the outward-
I pointing arrowhead on the connecting line.
London data
centre (IRS2)
Accounting
‘ leede{;%f;,tems
Unknown risk: the risk status of this target of

What this one relies on: the risk status evaluation is unknown because no evaluation
of supporting targets of evaluation can be has been performed.

identified by the inward-pointing
arrowheads on the connecting lines.
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Compliance status reports provide more detail on controls

Citicus ONE provides an overview of compliance with a customizable set of

COﬂt/'O/ areas Compliance achieved Investigation needed Remediation required
0% 25% 50% 75% 100% 0% 25% 50% 75% 100% 0% 25% 50% 75% 100%

Policies and standards
Ownership
Organisation

Risk identification
Awareness

Service agreements
User capabilities

IT capabilities

System configuration | |
Data back-up
Contingency arrangements
Physical security

Access to information |

Change management
Problem management

Audit/review
[ Ourarrangements have [l We believe that the [ Ourarrangements do not
been tested and comply stated standard does not comply with the stated
with the stated standard apply in our case standard
[ Our arrangements Current status is not B Ourarrangements
comply with the stated known partially comply with the
standard stated standard

# Cfticus Copyright © Citicus Limited, 2011. All rights reserved.



Compliance trend reports show reduction in risk over time

Cificus ONE Compliance trend report

Target of evaluation

COC Group accounts consolidation [RS238)
Type: Information resource
Category: Business application

Brief description

Draws together menthly accounting figures from all divisions and business units

this report

Compliance scope shown in

This report presents the compliance status of COC Group accounts consolidation
evaluated using the range of controls specified below.

Compliance checklist: 3A.U.3 COC general IT standard of practice with recommended
tests (15027001 and UK data protection controls)

Contrel area: All control areas

Contrel item: All controls

S SNOW

Parcamtaga of contols with &

Compliance status over time

b=

%

The chart below presents the change in status with time of the range of controls
specified above that have been evaluated for COC Group accounts consolidation.

The level of compliance evaluated in the cumment risk scorecard is shown, along with up
to three previous evaluations where available. In this case, two previous evaluations are
available.

For a more detailed analysis of compliance status at any point in time see the
Compliance status report associated with a specific risk scorecard.

Compllance focus: AN coningl areas

1l

RE1E3 RE235
05 Aug '05) 1’:‘\un ol 12 Jun 03}
histery tor ants at
B compiance I imvessgation nesded [l Remedation Mot evaluated | Mot
achieved required applcable

@ Trend ine: Compliance achiswed

Appendix

[t s EER

7 citicus

The compliance status shown in this repert is derived from the responses. in completed
checklists as shown in the table below.

Compllanca clatus ‘Chaoklict responca
Compliance achieved 1 Dur amangements kave been tested and mompty wih the stabed standard

2 Our amangements comply With the stated standard

M We beleve Fat the stabed standard does not apgeéy In our case '
3 Carrent stahus b= Rot known

9 ireessgation needed

B R=meciation required 3 Qur amangements panialy compy with he stated standand - mone work s

nesded

4 Our amangements oo not Compey Wi e stated standard

Conirol areas that PFave not yet been evaiusted of comios that are defined
as discretionany and Fave 3 response of N We belleve that the stated
SN GOES NOt ADELY I our Gass

! Although these controés have been rated as not applicable, MEyareﬂE‘ﬁned as
baseline controls in the checklist. Their status showld thersfore be verdi

Mot evakabed | Mot
applicanie

12 Jun ‘D8

Individual
compliance trend report

Cificus ONE Consolidated compliance trend report

Repaort title Compliance trend for whole enterprise (HLR.AT)

This report This report shows the variation over time of the extent of compliance of a selected rangs
of targets of evaluation with a specified control item, controd area or compliance
checklist.

Report focus This report covers targets of evaluation of all types, evaluated using the compliance

checklist identified below.

Compliance checklist: SA.1).3 CDC general IT standard of practice with recommended
tests (IS027001 and UK data protection controls), including vanants

Control area: All control areas

Control item: All conirels

Evaluations performed using previous versions of the focus checklist are included in the
report but ratings for obselete controls | control areas will not be featured.

See the Featured evaluations report for a list of targets of evaluation that are included.

Compliance status over time The chart below presents the status of the range of confrols specified above across the
12 targets of evaluation that fall within the scope of the report. For each point in time, the

number of targets of evaluation induded is presented in brackets.

Compllance focus: All control areas

=%

Pamantage of conrals with siatus shown

0%
15 Dec 07 15 Jun ‘08 15 Dec 08 15 Jun '8
] [ [ iz}
Evaluation hiciory
Il compilance I investgation resced [l Remediaton Not evaksted /Mot
achieved required appilcable

@——8 Trend ine: Compllance achieved

The compliance status shown in this report is derived from the responses in completed
checklists as shown in the table below.

M Compaance achisved

1 ‘Cur amrangements fave boen tastad and comply Wi the stabed standard
2 Qur amangements compdy with he stated standard

N We beleve Sat the stated standard does not apeéy In owr case”

X Courment status k= not kncwn

I irvessgation needed

B Remecation required 3 Dur amangements pariasy compiy with the stated standand - mone work 5

nesded
4 Cur amangements 4o not Compdy Wi the stated standard

Conirol arees hat Fave not et besn evalusted OF COMIES that are deSned
as discretionary and have a response of N We bellewr that e siated
STANCAN COED Not ARy N our cxse

! hese confrols have been rated as not applicable, they are defined as
baseline contrels in the checklist. Their status should thersfore be verified.

Good improvement owver the last quarter! Let's keep the progress going.

Mot evaiated | Not
appiicable

Commentary

Consolidated
compliance trend report



Drilling down to see the status of an individual risk factor (eg BCP/DR)

Risk factor analysis report

Citicus ONE

Report title XYZ Global Services

This report This report shows the status of an individual control item across the targets of evaluation
covered by the scope of this report.

Selected risk factor Type: Control item

Control area: System configuration

Checklistitem: 09.004 Capacity demands should be monitored and projections of future
capacity requirements made to ensure that adequate processing power and storage are
available

Controls checklist: ABC checklist of controls based on BS7799 (SAU.12)

‘Overview of control status

The chart below presents an ovenview of the status of the selected control item across the
175 targets of evaluation that have been evaluated using the controls checklist identified
above. For each status, the percentage (and number) of targets of evaluation with that
status is indicated.

Mot evaluated X - Not known
3-Partialy  gog (q0) 7% (13)
implemented
4-Not 5% () w /
implemented 1-

7% (12) Compliance
N - Mot confirmed
applicable 7% 43% (75}
ol
Compliance 1
achieved 25%

(44)

Mote: 100% represents the 175 targets of evaluation to which this risk factor applies.

Control status in more
detail

Target of evaluation

CDC Global email (R33)

CDC Group accounts
consolidated (RS39)

EMA Dublin call centre (RS34)

EMA E-banking application
(RS84)

CDC Group treasury
management (RS77)

CDC Master contracts register
(RS5)

CDC Group payroll (RS66)
EMA COSIMA (R523)

MY Custemer relationship
system (R544)

UK data centre (R317)
UK In-store processing (RS13)

CDC Group-wide WAN (RS4)

The table below presents the status of the selected control item in each of the individual
targets of evaluation within the scope ofthe report.

Date last

evaluated Part of enterprise
David Tilbury 10 Jan 08 Shared services
Honor Black 14 Apr'08 Shared services
Sam Jackson 11 Sep ‘07 Shared services
Richard Cliff 30 Jun 08 Retail banking EMEA
Steve Jones 14 Mar '08 Shared services
Marianne 03 Jan 08 Shared services 3 - Partially implemented
Johannsen
Bob Smith 22 Mar'08 Shared services 3 - Partially implemented
Daniel van Putten 03 Jan 08 Retail banking EMEA 3 - Partially implemented
Marianne Clifton 03 Jan 08 Shared services
Serena WcClaren 03 Jan 08 Shared services
Charles Rochelle 03 Jan 08 Shared services
Marilyn Roberts 03 Jan 08 Shared services Not evaluated

4 citicus

The pie chart shows the status of a risk factor
across multiple targets and the table shows

what is driving each region of the chart

| |
| ~ Not evaluated ¥ - Mot known |
| 3 - Partialby B9 (10) 7% (13} |
| implemented /) |
| 4_Not S%I(E) |
| implemented 1- I
| 7% (12) Compliance I
: N - Not confirmed :

applicable 7% #3% (75)

‘. _______
T |
| Compliance |
| achieved 25% |
I (44) I
| I

Target of evaluation

CDC Global email (RS8)
CDC Group accounts consolidated (RS39)

EMA Dublin call centre (RS34)

EMA E-banking application (RS84)

Evaluated | Status of control item

10 Jan '08

David Tilbury 1 - Compliance confirmed

Honor Black | 14 Apr'08 [REN@elyfs][Elple=ee]yiilfp (<!

Sam Jackson| 11 Sep '05 [RESN@elgyle][Elgle=ele]q)iligy(le!

Richard Cliff | 30 Jun '08

2 - Compliance achieved

Copyright © Citicus Limited, 2011. All rights reserved.



Helping all involved manage remediation activity

Results of an evaluation

Evaluators have two
ways of identifying the

Indivicual results

remedial actions
needed to fix

CDC Group accounts consolidation
(IRS163)#

weaknesses identified

Action plan

Action plan

Thin sdica ple s sabs oul srsain | ncices st reend e olloseg oilars, e Hear o sistn

4 citicus

The Indivikdual results for COC Gmup accounrts consolldaton by eva/uat/ons e S s
IRS1 63 ane prosented under the Tollowing headings: Tooawial e o o E———
Fage Kction ke :z"hlimmm Froged s cosl |_nrq-|-u-|1 Pricaiby |Lead rods Toapel Aectnal u.d":
* Information sk stalus report H m o z:,?:ﬁ:;::.':r‘ e e L e S 7 A3 |t
& Guldaree on driving down risk 5 - :m “::..._r o S— s S— SN FU E—
e« g e |
o B . -
Purposeof monkonng Forreal =] pracd [ ks dled mlw Hegh AT 1 b WS In prgems
Scheduls of issues
Individual | o [T B T B _/'_fsues can be
weaknesses can N O N O -~ I N N linked to the
be recorded as ShmmETT | [EEERE action item(s)
issues, each R e o e e v e needed to
with a unique T s resolve them
reference
Schedule of issues

Copyright © Citicus Limited, 2011. All rights reserved.



Linking notes and comments to issues and action items

Recorded comment ° "Back-ups are stored on an
[ ] open shelf "
(IRS 163.CC.2)
Recorded notes and
comments may be edited
Issue Description SI.1 Back-ups of sensitive data to express them as Issues
are held insecurely or action items
S— Medium Issues can be linked to
action items and their
Open status updated
14th Sep 2010 automatically
Origin IRS 163.CC.2
EEIC (O AP.1, AP.2

Action items | |

|

Description AP.1 Acquire fire-proof safe
for storing back-up media

$1000

Reduce risk of loss / misuse
Medium

Lead role J Smith, IT Procurement
Target completion ENCVYAELIPIRY
Actual completion [Kolad:ielohy]

Current status Completed
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AP.2 Transfer back-up media
to fire-proof safe

0.5 man days

Reduce risk of loss / misuse

Medium

T Atkins, Ops Supervisor

Target completion EN{o AT WA0hI0)

Actual completion
Current status Not yet started




Consolidated reporting — your personal risk metrics dashboard

Risk status of targets of evaluation isk management a;

ity

Risk status of 31 targets of Targets of evaluation in each risk zone Activity Last month - To date
evaluation
‘ : 1 = 2 = = Targets of evaluation defined 3 45
Risk scorecards submitted 3 69
High Criticality assessments submitted 2 21
Mini-scorecards submitted 1 1
100% Medium Evaluations submitted for undefined targets of evaluation 0 1
' Evaluations in progress 10 21
Overall risk rating
£3% Low Evaluations that are overdue for completion - 42 (86%)
Incident assessments submitted 1 1z
Overall risk is rated MEDIUM. Issues defined 8 44
Low Hedium High Issues closed 0 4
Risk zone (as reported in dial} Actions defined 7 97
Suffered major incident [ ] | | [ ] Actions completed 0 23
Actions that are overdue for completion - 65 (88%)
[ 1nclude criticality assessments and mini-scarecards ) Show as percentage High-level results defined 1 17
Include major incidents {® Show as number Users defined 2 61
Show data table Parts of enterprise defined 0 28
Last updated on 15 Sep '11 at 17:41. Click here to update. Last updated on 15 Sep '11 at 15:36. Click here to update.

What is the risk distribution of our assets? What is the status of my risk management programme?

Owverall probability of suffering a major incident based

on average of four risk factors C— o ——T=1
- S K

s e s i

L 100%
=)
H
<, What's the likelihood of
-] -
s 5 o these systems suffering
€3 0% major incidents?
"]
“ £
w
Q
- 10%
gL [ 0%

High* Medium® Low®

Level of danger
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Consolidated reporting — key risk drivers

P — — — — — — — — — — — — — — — — — — — — — —— — — — — — — —

The ‘clickable’ scatter diagram shows the
contribution of individual evaluations and

Citicus ONE risk dashboard
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23R D008,

enables you to see what’s driving risk in
particular regions of the chart

of Information resounces. [t reflecis the: resulis of 7 evalutions compisted betwesn 22-Jun-2005 and
These are Isied overiesl.

Oftmee 7 targets of evailiation that have besn avalusted, £ ars

Composlte ffsk stal
/_\ CTitca 10 our Eeprze.
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|
\ are

‘Weaiknesses axist i some coniral areas fat wens evalusisd.
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Consolidated league tables show where the key risks lie

Citicus ONE ranks targets of evaluation in descending order of risk

Top 10 entries Control Special  Level of Business  Colour codes
Targets of evaluation Rank Criticality weaknesses circumstances threat  impact thin%icate
e danger
SecurNet (RS151) i 50% 25060  posed by each
Credit card processing (RS156) 2= WAL 1 AL 50% component of
Global email (RS49) 2= 2D 50% risk:
Boston data center (RS191) 4 29% 75%
London data centre (RS155) Sl 75% 94% 71% Med
Global intranet (RS$150) 6 WELL 94% 86% 5% Low
Supplier data (RS124) 7 25%
HQ LAN (RS67) Il 75% 88% 5 % 100% Vou can
Pacific data centre (RS131) Il 75% 88% - 25% control
Group EIS (RS148) 10 colour and
Bottom 10 entries sorting
Relationship mgt (RS156) 136 [25%  [6% 43% - 25%
Group payroll (RS167) 137 [ 25% | 0% | 29% 0%
ePurchasing site (RS160) 138 |25% - 0% - - 25%
Prices database (R5142) 139 | 0% | 29% C25%
UK sales information (RS12) 140 | 0% 43% - 25%
UK standby net (RS136) 141 | 0% | 65% - 14% 0%
Boston Order Proc. (RS190) 142 | 0% | 29% 50%
European data centre (RS46) 143 | 0% | 47% 0%
LaForce site LAN (RS101) 144 | 0% | 41% 14% - 25%
Erland site LAN (RS42) 145 | 0% | | 24% 14% - 25%

o _cas Note: Names have been changed to preserve confidentiality but ratings are genuine
4 Citicus



Compliance trend reports provide a timeline of compliance status

Compliance with a specified standard can be tracked as a trend line. You can
plot the overall status of all controls in the employed checklist or focus on an
individual control area of interest.

Compliancefocus: Access control

100%
75%
Percentage
of contrals
. 50%
with value
shown

25%

0%

13 Jan '05 13 Oct '06 25 May '08 10 Jan '09

Evaluation history

B compliance I Investigation B Remediation M Mot evaluated /
achieved needed required not applicable

@@ Trend line: Compliance achieved
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Examples of successful practice
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Global branded food manufacturer

Global program driven
by strong, personable
programme manager
(2 people at centre, 3
in regions) based in
Group Compliance &
Controls

/ "By implementing a \

business oriented and
systematic risk
assessment process, real
benefits can be achieved
as compliance and
security requirements
can be quickly satisfied
without unnecessary
burden ,and resources
properly allocated
throughout the

K organization”

4 citicus

~ 1,200 evaluations since 2005
= 1,000 criticality assessments
= 200 ‘deep dive’ risk assessments

Business applications IT infrastructure

Business Business
units

processes of risk
Sites “ ! N Projects

Suppliers
and other parties

Areas

Software currently being configured with

‘ checklists that enable evaluation of:
» Food defence practices

. = Compliance with bribery/child labour
laws (for Dow Jones Sustainability index)
= Suppliers
= Particular business processes

IT assessments use
FIRM+ Criticality
assessments + Risk
scorecards supported
by ISO 27000
standard of practice
= 17 control areas

= 150 controls

IT assessments
embedded in system
development and IT

procurement processes

COLLABORATIVE DEVELOPMENTS

Supplier risk capability
Data exchange




Global tobacco company

IT assessments initially

Global program driven
by strong, personable used FIRM+
programme manager _ _ Criticality
(2 people at centre) ~ 2,500 evaluations since 2004 assessments +
based in IT; 50 trained Program being extended to cover Scorecards supported
by home-grown

local co-ordinators) fa ctory autom ation ctariT R S
= 17 control areas
= 100 controls

Business applications IT infrastructure

Standard of practice
turned into a ‘smart
_ checklist’ in 2009
Eﬁist':ess driven by user-
controllable attributes

"With a portfolio of mob
than 500 computer

systems supportin .
J:ﬁ verse bgsp/nessg Business
processes

functions and of risk
application/data owners , \
Sites

across the world, ad hoc
! Citicus ONE

assessment for policy
compliance and IT
governance heeded to :
be replaced with Suppliers employed as ‘system
systematic and and other parties of systems’
transparent information
risk management

processes. "

Areas

Projects

Characteristics of
COLLABORATIVE DEVELOPMENTS systems recorded as
Attribute sophistication attributes

Risk management metrics
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Other large-scale Citicus ONE implementations

Completed | Geographical Program
evaluations scope Bases of evaluation management

Insurance/ >18,000 70+ countries Criticality assessments, 3 at centre, 1+ local
financial Scorecards + 2 home-grown co-ordinator in every
services checklists (~60 control items) business unit
Global 2,300 150 countries Criticality assessments, 2 at centre, 5 regional
brands Scorecard + home-grown ‘smart  co-ordinators, 15-20
checklist (~100 control items) local co-ordinators
Insurance/ 1,200 North America Criticality assessments, 3-4 at centre. No
financial Scorecard + ISF SoGP. Harm local co-ordinators
services reference table being used

for other areas of risk. Some
tweaks needed.

Central 600 30+ Ministries ISF Health check used for 2-3 at centre, 1-2

Government in major Ministry-level evaluations. local co-ordinators in
Canadian ‘Smart’ checklists based on each Ministry
province ISF SoGP used for

information systems
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Who we are

e C(iticus Limited was formed in 2000 to provide
world-class risk management software products
and supporting services

e Wholly-owned by its directors and staff

e Based in UK (London, Cheltenham)

e Exclusive, worldwide right to sell FIRM automation

— reflecting Citicus directors’:

e /ong-standing involvement with the
Information Security Forum (ISF)

e lead role in the development of this ground-

breaking risk measurement and management

methodology

o Relations with customers based on a collaborative

way of working

e Our relationship with the ISF is continuing (eg

access to Survey data, involvement in FIRM and

IRAM development)

4 citicus

Simon Oxley
Managing director

Marco Kapp
Director

® Established ISF while a
director of C&L's UK consulting
practice

® Author of ISF's first standard
and numerous reports on risk

@® Chief architect of ISF's FIRM
methodology

® Chief architect of collaborative
Supplier Risk Assessment
(SRA) project — which
culminates on delivery of
Citicus ONE Release 3

® Headed information security
departments at National
Power and Reuters

® Took both companies into ISF
and served on ISF Council
1992-94

® Heads Citicus management
team and leads our
commercial activities

® Oversees our relations with
standards-makers (eg ISF,
BSI-ISO, ISACA)

Sian Alcock
Director

0

( §
-y

#

® Extensive experience in
analysing ISF survey
results

® Developed new,
quantitative insights into
what drives risk up / down

® Lead author of ISF report
on The impact of security
management

® Oversees design,
development and delivery
of Citicus ONE




Our customers and geographic focus

Citicus ONE is currently helping customers to measure and manage the risk posed by
many thousands of systems in over 150 countries

& BRITISH
Representative customers ggp CoLUM .

The Best Place ¢

improvement service

s
NCB n Gloll ,,kra_fjc foods B

RWE e-on M safaricim

The enerqgy to lead

"
“ Travelport <
STORAENSO
- Where based
:*’3“":‘*“?' ‘ % Banking US, Saudi Arabia, UAE
Fearal Consumer products Netherlands, Switzerland, UK, USA
Energy UK, Germany
PR AR ‘3 Rl Government Canada, Ireland, UK, Netherlands
Insurance France, USA

We support deployments all

over the world via training and
services delivered from the UK.  Manufacturing France, Netherlands, Scandinavia

Telecommunications Kenya

IT and professional services Germany, Scandinavia, Switzerland, UK, USA

We can orchestrate global
support if needed.
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http://www.welfare.ie/
http://www.eon-uk.com/media/default.aspx
http://www.rwe.com/
http://www.kraftfoods.com/

Citicus ONE is based on solid, factual evidence

Citicus ONE Release 3 is the end-product of an unrivalled volume of research - conducted by the
founders of Citicus Limited for and / or in conjunction with leading organizations around the world.
Results of this research over the last 20 years are illustrated below.

— Example: The ISF 1998 survey involved over 1,000 people:

e in-depth analysis of 800,000 facts about by 969 surveyed
systems, including the controls applied to them, incidents
they suffered and other key characteristics

e intensive review by practitioners
e provided major insights into what drives information risk

969 survey questionnaires:

61,000 pages
(would make a
pile 8 metres
high)

ISF: Information security Forum
We developed the FIRM risk management methodology for and in conjunction with the

Information Security Form (ISF). It reflects all the above research and is automated by our
Citicus ONE software. Release 3 extends FIRM to cover all areas of operational risk.
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FIRM risk management methodology

Developed by founders of Citicus Limited for and in conjunction with the Information
Security Forum (ISF) in 2000

FIRM Implementation Guide FIRM Supporting material Revised FIRM Scorecard
(2000) (2000) (2005)

The Revised FIRM Information

- Risk Scorecard

R T

Fundamental Information Fundamental Information
Risk Management Risk Management

® The problem e Terminology, concepts and o Rearranged presentation
e Key challenges role definitions e Updated content to align
e The methodology e Operational tools with other ISF tools (eg
e 6-step implementation e Examples of successful SoGP, Healthcheck, IRAM)
process practice
@ Advice on making selective
improvements
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